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B WSsuidfisudowmiioutazanvaamaiinimnssudiaudsennen 9

« #u%a (phishing) - 17884 (whaling) « MIUaUTNaWTUYTA1IN
« afiuda (smishing) - MSUUUFASUA dunii (prepending) ot (pretexting)
« 34T (vishing) . m‘is’iaiﬂaﬁagmané’ﬂwai - uANLeydnswa (influence campaign)
- d@LLu (spam) ymra (identity fraud) - @Asugnua (hybrid warfare)
- autududonnuldnauuuiiug (SPIM)  « nsuasnadsluudenil (invoice scam) - Hodoan
- @ilusWuBa (spear phishing) » A1559UFINYOYAUTETV69 « NANNIS (mrsgwmﬁaﬂisﬁw%wa)
- ANTAutiayAINgIvs (dumpster diving) (credential harvesting) - drunautii
- Msuavgiioyaladutinonas - AN9AIARATSLIU (reconnaissance) - ANTYNY
waudhulva (shoulder surfing) - 919(2sanannanv (hoax) - ANTURaIG09A L
- Wsuiie (pharming) . msﬂaaurﬁf’uﬂu@?ﬁ'u (impersonation) - AMINYIOLLADL
- msdnaouiuilaelals - Mslonfivgusati (watering-hole attack) - ANAULAY
Suaueye (tailgating) - Asandelawudifinsaznandunds - ANMFariu
- AsYatiaya (eliciting information) AudaTuiiivune (typosquatting) - AINLTIAIU
a ¢ @ | Sa @ v ol o ¢ a
B Swessidyanansinduldfilassydsainnaslondauaarunisalanui
- a5 - nslanGswaeu - Vayayssing (A1) Adludsilng
- lhswiFundnls (ransomware) - Mslaudivanuiydiiusia - %ayams‘s‘dﬂamuﬁﬁuaﬁu
-Tnsdu ufiausinle (spraying) iionnsiFuusuoanios (ML)
- 1353 - WAUIUNTH - ANYaaNYagdanaiTin
-Tsunsuiionalaisuuuiadag (PUP) - MIFNTHENIU AN5EYUSYDILATDY
- smunlsta -oovlatl - mslawdinisldguniu
- JaYIAITHaEAILAN - ooulail - mslauGvusEUN G T
-uan - Rainbow table Auszuudidoagluuzim
- p5Ulasawng - Somusssua)/ laidinswa - mslanddinsiaduy
- sziine 990 (logic bomb) « A5 lANENIINILAIN - TuLhe
- @luns - @nawAtda Universal Serial - NIFY
- gtiufinnisiund (keylogger) Bus (USB) fitlszavAsny - 156721LLA5A
- Insdunisdindessuslna (RAT) - ualasfivseaedsng
- 3NAN -mslAaunse (card cloning)
- U52auag - AN9aAN (skimming)
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3] ApeRF I uUsEifdosdunslanfoUnaasua N UAITIANNE

- N5YNSEAUENS (privilege escalation)
- mMsaeansUatuTulye
(cross-site scripting)
- 11536 (injection)
-Structured query language (SQL)
-Dynamic-link library (DLL)
-Lightweight Directory
Access Protocol (LDAP)
- Extensible Markup Language (XML)
- ¥/AsndesmuYaing
(object deference)
- psEhdssinulasanes
(directory traversal)
- M38eBedioyatiuvauiund
fuum (buffer overflow)

- WigANE15) (memory leak)
+ 11509/ Secure Sockets Layer (SSL)
. 753mn15lAs1195 (driver manipulation)
- @udig (shimming)
-sunnweaiv (refactoring)
- MsldswaEuiignuaylileshides
WAZIRF LY (pass-the-hash)

« 0717201500994 (race condition)
- IATNITATIVFTOL/ ALY
« A15IANISUIRNAWAIG
- mssamstiayariidnlimanzan
- P15 ANFLULIIE (replay attack)
- v ad (Session replay)
- MstfivaasiudLlsAuAFIge
fifviue (integer overflow)
« n5UaaNLaYAIY (request forgeries)
- Ho@sunes
- $ruiiulye
- psland Application programming
interface (API)
- MslImswennsuna iy
(resource exhaustion)

LY
(=1

A 5AseiFuanauUsiTiiutesiunslanfiiAForngaNTa TN NS

- uvul$aney

- nsuasudyaaany (evil twin)

- UnsalnszanydaMran
879 (rogue access point)

- madeudalaslildsuaune
WIuN19uanNs (bluesnarfing)

- ugudnfv (bluejacking)

- NN3LNBan (disassociation)

- AN FI (jamming)

- A3521ANATNY (RFID)

- nsieasawning (NFC)

- RSN (IV)

- s landiuwdunig (Aountiil
Fondnsifighindeddhanumsananlu
AIFFUNUI (man-in-the-middle)/
asiifilnssuiiladnagaosudlunii
tJulwe (man-in-the-browser)
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< a5londETY 2 - sliEaudaansianilszasddne

- n151aouilag Address Resolution - PowerShell
Protocol (ARP) - Python

- 155 MAC Address Uaanaaniy - Bash
F1UUN10 9 (MAC flooding) - Macros

- 15lAaU MAC (MAC cloning)
- UL AN (DNS)
- msvluslauiuy (domain hijacking)
- M3Uaanwilag DNS (DNS poisoning)
- nsiaudunig Uniform Resource
Locator (URL)
- ForFevva9latuu (domain reputation)
. msﬂﬁtaﬁmﬂﬁu‘%mmwﬂs:smsj (DDoS)
- 1A59YY
- UWALAT
- ﬂTuIaﬁmsﬂﬁn“ﬁmu (om)

- Visual Basic for Applications (VBA)
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B o5unussiuananu (threat actor) éuniese
ANAIN (Vector) LastuaveNINTaIE 9

- GfiANAY (actor) uastEu
N19uANAIY (vector)
- HYANAINLLUDITIUEY

(advanced persistent threat, APT)

- naﬂﬂmwmmumﬂmﬁu
99An3 (insider threat)

- dasfuan A sy iuglvinng
AUaYU (state actor)

- wannasiintAdaulu (hacktivist)

- Script kiddies

- YUIUNITONYEYINTTHN

- UFnNas
- lesvayane
-hildisuoyane
- Aaldsuayane

- Shadow IT

- ALY

- ANBULYDIAINYANAIY

- malu/aguen

- szeuANNTuFoU/ANEINITD

- NFWYINT/LIUNU

- AN NNNY/UTIPILR

- FHUNIAEANAIY

- mMsidelagnss
- wuuEaney
-Bua
- mﬂﬁaﬂmu

- HodoAn
- Zofinonvanls

- SEUUNFNLNE

« LUANININTDINEANAIN

(threat intelligence sources)

-gmnsavnvulamiuvass
(open-source intelligence, OSINT)

- wuulle/finssuans

- gudioyaroslnd
(vulnerability database)

- GOYAFITITOUL/EIUGT -
Aududeiludoya

-esaLiy

- Fuanadednisazidin

- Mautiiud o U T e luiE
(automated indicator sharing, AlS)

1.0 NM51aud AuAAAIY LazYD9 ] A

- inatidayadynnAINLuUT
TAs9a$9 (Structured Threat
Information eXpression, STIX)/
u%n’mmmzﬂﬁauﬁayjaﬁ‘gyzgﬁm
o¥anluiTafidodiols (Trusted
Automated eXchange of
Intelligence Information, TAXII)

- 153LAFIEHERIO A58}
- uWUAFYANAIL
-fifulwa/lda
« LLUAINITAUATY
- viuluduaagdnmiy
- W@ﬁﬁagaﬁaﬂwﬁ (vulnerability feed)
-ulseyn
- 15E19NNNYINT
- AIYOAINAALIAL
(request for comments, RFC)
- ﬂamammwniiﬂuwuw
- FoFonu
- WeadayasuanAy
-yns35 mAlie ez
Funow (TTP) A5land

E

- g0 lWIvuszUUAANNITigY
Aussuudicaagiuusim

- dosluivaaganlduasigvamn
gaWdasHalaiduwy (zero-day)

- Maivuadibifilssansnm

- MsauIaLUUde (open permission)

- ﬂm?ﬁiﬁﬂ%t&l‘ﬂaﬁ)@ﬂﬂ
(unsecure root account)
- JoHANWAIR

- MsidhswaTilais (weak encryption)

-Twslneeafilivasasie
(unsecure protocol)

- SBOANENEL

- wasmuazusmivimmaej

95U18Y0N9I8AIUNITFABIAINLFANY

!
o

« AMULFYIINNIYUDA
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fhgdaaiudeluidsznnen 9

- uwanWasuguLAn (legacy)

- 158PASEIHLEANS « HANTENY
- A195INTEUY - Msgeydudoya
- m‘sm@miaﬁfuauumﬂﬁ:ﬁﬁu%mi - AMsaziindaya
- vireldguniu - AsuavRvYaya (data exfiltration)
- s lEafigadng - P15195ATTNONAN LA
WUUILIIUNIYUD A yAAa (identity theft)
- Msdaiudoya - NTEU
- A5TOAISTIN N zEN - Fordes
wio lifiuszAnanw - msganFuanunsonly
- @SS
- szUuU§)1iHn13 (0S)
- LUNALPTU
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& astmailaflFlunisdssifiunsshuauilasndiy

+ NNTATIWNYANAINLGY - daglwinazanideeiinu (6
30 (threat hunting) 1oy (CVE)/izuumTﬁﬂzLLuu
- 11939181594 (intelligence fusion) dosluifinul§oy (CVSS)
- fladoyasivAnmAIn - AIFNUNIUAITAIURUA A
- ALzl (advisory) thaz - Syslog/dayanissheiAnulasnsiy
5199 ULNLLNS (bulletin) LLAzNI5IANITADNIIN (SIEM)
- Maneuver - $IITUAITNUNL
. AISALAUYDI N - n5enNIuLLWALAR (packet capture)
- HAUINAN - fayatin
- HAAUAD - MFAIAsIENg ANTUELY
- ANTNUMIULUITA - A153ATIzEAT 0T
- fivoyaszdnaa (credentialed) Al - sthBeeunIsshuIaNlaonsy
Y93a1szd761 (non-credentialed) - A1959017U%n (log aggregation)
-yn3n (intrusive) fuls - M55 8TUTN (log collector)
yA5n (non-intrusive) - madeudamalulaianulasnsis
- RUWRLAYTU Wl Eaeiu seuudeluld uaz
- BuueUniadi 1196 9UaU (SOAR)
- 1A39YUY

B osurumeiiadldlumsnagouianzszuy

« NIFNEFIVLDISTZUY « N1987063:421 (reconnaissance)
- anWeFoNTINg I W@usuuaudagn
- FnmwadoNi lnsy -losu
- AR FINTINT VLI - War flying
- N§NI15ULNE - War driving
- psABaudenIadudng - Footprinting
(lateral movement) - OSINT
- ﬂ'ﬁsmizéi'nﬁw?;(privilege escalation) - Uszannisilndeon
- ANsAvaY (persistence) - AUFUAY
- 715879 (cleanup) - finEisu
- Bug bounty - ANFYM
- Pivoting - fid 9
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2 95U19AMNEIAIYDLUIARAIUNITSABIAIIN
Yaaasulugninwindonavdng

« NISIAAITAITAIRUAA - Giamasfiarsanduniimans « ANTHABNAILALAITNYAYLID
- LLUAIW - msauaulunssufiouaznisiau - Honeypot
- miﬁwumﬁhﬁug’m - 119563579801 Secure Sockets Layer - Honeyfile
- mequﬂ'ﬁéT’ﬁﬁT}asJ"nmgm (SSL)/Transport Layer Security (TLS) - Honeynet
- wuuuwulnsineaadumasidie (IP) - 715 Hash - mslésusioyanalnatasy
. a%ﬂfmsﬁ’mﬁaga - doPsWaITUI6U API - #au DNS (DNS sinkhole)
- ANTANATDITIYA - anunFousuiiovosanud
- MsilavsAunisgeavnuvasdoya (DLP) - Hot site
- 1151019 (masking) - Cold site
- A5 REN - Warm site

-Wnag (at rest)

- sEndvaeea/naouiY

- 5EWIUTENIANE

- msvinlnifu (tokenization)
- N1990NITENS

8 a5uuunmedgniuszsuuaioutasn15UssuIaNa LUUN RN NS

* LUUTIADITEUUNGNLNR - ilHuEnnsiifinnsuiusdanis (MSP)/ - Taseasroiugiuiuléo
- matHuimslaseadneiugiu (laas) fliiuaansnsshsanulansis (infrastructure as code)
- msliusnsuwaniasy (Paas) fifinnsusuIsTanIs (MSSP) - szuuAseYnefidvualasvanduas
- msliiusansganduas (Saas) - lusauiinuuananiud (software-defined networking, SDN)
- ASIHLENISATLIDS (Xaas) - A5UznaNaLLIDYINGA (fog computing) - suaiuiisviualaovanduas
- @15756u « Edge computing (software-defined visibility, SDV)
-y - ulnatdud (thin client) - aarilognssuls@swmes
- U6  ADUNULUDS « ANFFINVFAIT
- AKAN - lulnstwos3a/API - wlgunensivens
 fildusmsszunngue - Transit gateway

- SEUULEDU
- suBnEeanisiiaseaaiion (VM)
J7uu (VM sprawl)
- nsilavAunisuauuil VM (VM escape)
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B aguundafgnsunswan uatwa agud
Uanase A5 185975 wazn1sHeIus o luls

« ENINLINHIN - pi I FUAY (obfuscation)/ « AINNAINVAIYYDITONA LT
- DITWEIUD AITWINIEI (camouflage) (software diversity)
- ASNAFIY - msii l@andunnleiug (code reuse)/ - paulwiaad (compiler)
- PSTNAFOURDULDITIULE 180 (g 8w (dead code) - guaad (binary)
U39 (staging) - 5lHNULAZANTATIFDY - seuSeluITH/MsBsuaasue
- 5NRR Hosgswnasauilelnatdud - PISENAUAIT A8 T L UITH
- MsUsEAuANIW (QA) - A1590NITUUNYAIING) - sfeeINegIeRaiiog
- mMseSuldonn (provisioning) ttazn13 - ﬂ'ﬁT?’ﬂa‘UiﬁﬂaauﬂﬂamﬂuaﬂLms - AsAIRFTOLBE ALY
gntdnnisiasonlau (deprovisioning) YAWMUIIWALLIT (SDK) - AM559N0 G
- AITIRAIINENYTAL - MsWlatnetiaya (data exposure) - MsdanauaaLiio
- mafinmsdsuldnagrsiaanie - Tasen1sAnaaasioyaasTuaUwindu - msusulgagredaiios
- msa’i’miﬁasﬁuimmn wuuLile (Open Web Application - AMNEANEU
U559AFIU (normalization) Security Project, OWASP) - AYNEINITA AU LY G (scalability)
- ?Jumauwammuh (stored procedures) . ﬂ'lsmuﬂma%ﬁé‘fu

& 55Uu1RARNT00ALUUAITATIDFDUENE LAEAITOUAIR

- 35A50TI9F0UENS < Pnes * FEHUNTOAMUANBULYDINITATID
-uiaslasanes - angiiafie FOUEIAULLLWAI DT UA DU (MFA)
- nshineanuNIuUan (Federation) - 96 - 526U
- ATt (attestation) - 4IUA - fvfim ANTIY
- walulad -Tuwi Hoitqou

- svnuuuulgasadion - Fe9 - Aofinauiiu
fiseman (TOTP) - LEULHEN - ALANEALS

- syimEuulFasaLdien - 11931 L - amuﬁﬁﬂmad
#i59673 HMAC (HOTP) - 9msls=Andua (efficacy rate) - &y ﬁ ﬂ']SJ']SEWI']I@]

- U550 AI N (SMS) - MsauaNaNanana (false acceptance) - ﬁaﬁ VULLTAIDDN

- AdlniAu - mMsufjiasiiawane (false rejection) - Aufinusdn

-1Eansii (static code) - §051ANAANAIATTINNG . AI5ATIVFOUENS NITOUEIB

- WAUWRATUNITATIVFOUENS (crossover error rate) wasnI5L Y (AAA)

- ATUALFDULLLIWY - YAAIMUAVUTEUUNGN LN

- Tnsesi iguiuideagluudsm

- A15A5IVFOUENSAIYFNITNAITH
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23] Wnsiesounsonsufiodiuautasnsonielsiues
(cybersecurity resilience) a7 uga1UAITALTNNE

- Audrdou (redundancy) « A5 - poulathfisunusanlat
- AN5NTEAIYNNYRAITAST - Storage Area Network - figafivuenaaIud
- fan -VM - $amrsioIsanigaiuszeznIg
- 326UY89 redundant array of . Tuamu‘ﬁﬁ’mznnn&jmum . LL‘]JTJIZjﬂ\‘]agj: (non-persistence)
inexpensive disks (RAID) - YssLnnn15E1599ta YA - Hounauludusarusiingy
- wangdunag (multipath) - franne (full) - MafmuaAagains I Hld
- 1P30YNY - WU RN T U0 (incremental) (last known-good configuration)
- 3a9nszanaluan (load balancer) - Snapshot - ﬁamsymmﬂaﬂ (live boot media)
- ASTINIUTINAUYDY Network - duffinswdsunaimse - anuwsouldige
interface card (NIC) wisndnunlus (differential) - ATINEINITO AT
- WAIIU - YUA (scalability)
- szuuidlninsaio - fian « A16UNITAUAT
(uninterruptible power supply) - & + ANVAINKAIY
- p3eida i - figofusua3agiy - malulad
- unavdne Wasgumas (Network-attached storage, NAS) - Eﬂﬁu%‘ms
- 91UNTALAIUANLAZINTIUATEE - Storage Area Network -a51/le
Wi wwufinnssanns (Managed - FBUUNRNLNA - N1SAILAN
power distribution unit, PDU) - DL

2 95U78NaNTENUEILAITSNEIANLADANY
2INTSUVHIOALLRLTZUULRWIZNI

« 52UVUiu67 (embedded system) . LANWIEN . gad19m
- Raspberry Pi - FEUUNINITUNNS - WANIU
- 91515 9u9naLLLAIUS AT - PIUNINUE - AU
druwadayald (FPGA) - was0uiin - P39y
- Arduino - TLODSUUVFNISN -3l
« A15AIVANATIVAT AT IGINTodoya - 1FuowIu IP (VoIP) - msbianansauwng e
(SCADA)/52u1AI5AIVAN « A15711AUFDU TEUIYDINIE - A15ATI0FOLENS
YDIYAFINNITU (ICS) wazisuannaa (HVAC) -9
-Tseu lasu - Gunu
- §OFINNTTH . 1P3RITiNWTa BT AFu (MFP) -nsFalavseney
- NITNER . iznnﬂg‘jﬂﬁmiiumma%a (RTOS)
- WANIIU * STUVATIVES)
-ladading « seUUuUd (SoC)
. ﬁumaﬁﬁmiunﬂaﬁwﬁ'a (1oT) . Homrsionsandunisioans
- [ULIDS -5G
- UATALLUUENIN - waUAINE LAY (narrow-band)
- gunsaiiaauldls - IngLuauUUe (Baseband radio)
- szuudeluiBuaalsenu - 1156 subscriber identity module (SIM)
- AENEUT - Zigbee

noUszavAvasnIsFaulszAIATielns CompTIA Security+ 13959 3.0 (sWadasou: SYo-601) CO' l |p | l‘ \.
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& 25UIYAINFIAYYBINITAIVANNITINBIAMNURDANYNIINIYNINW

)
&

-t/
. wiovlaviifinnsAruaunisinge
- MsAaLAFDININY
* SEUULTILG
- iy
- NADY
- MssuFmsiadeuim
- N15ATIILT0E
. NAD9I995T A (CCTV)
« ANTWTNAINNIYATIMATTN
- YAAINT
- Y3
- YUYUASHBINITAL
- WHUAGDUST
- ANFNYTOL/AITATUANGIYAUTOIAL
- 590
-Fwes
- Bidnnsaiing

- YN
- msdenauada
- USB uiandiaya (USB data blocker)
o LLEIETI
-5
* SEUUAILANLNERY
. [PULYDS
- 15e5I93uNIs AU
- NITATVIULFYY
- shgrunsniudmsudle
i@ (Proximity reader)
- A15ATIVTUAIINT L

-lasu
- udingjidoyu

- 15915109 (Faraday cage)
« A7513UYDII9 (air gap)

. Screened subnet (Aauwiinil
159n71 demilitarized zone)
. snszargauadadilesunisiloodi
- Mufififinnsshsnnulaons
- A5LIUYD99 (air gap)
- (gAY
- Gl
- figuAnansou
- fiouAnandu
- Msvinangdayastvlanniy
- AL
- pslEedasinangwnas
- asvinda (pulping)
- 115Ue (pulverizing)
- msldFwnusiman (degaussing)
-Twgduvasynranisuan

a FUNUZIULUIRAOLHYINUTHEA (cryptographic)

- AYULEURIND
« ANYIIYDIAT
« N158aANYIIDIAT (key stretching)
« 173 Salt
- 1175 Hash
- suanasuid
- msuigiaLesTUld
(elliptic-curve cryptography)
- mMsshurnulasaislusune
(perfect forward secrecy)
. 1 BIA2DUGN
- AsHeans
- ANTATUIAL
« NAIABUGN (post-quantum)
. Fams10 (Ephemeral)
- TBueAI5INI
- finsesI0aauENS
- lifinnsesiamavdns
- 1TLeBs

- y§anwuu (blockchain)
- Ueydasnsaus
- Cipher suite
- G05N
- udon
< FUNINTAVIFNNIAG
« PITYISHA DL
(lightweight cryptography)
- 597151980 YA (steganography)
- Wi e
-ddle
- NN
« A5LE15Wa Homomorphic
- nsdinnslafinues
- gUnTaiwdeausn
RTINS
- AMNWTaNTUTagY
- ARUAUUNITINBIANNAY
- AHUAYUAIINTNYTAL

TaguszavAvaunissoulsznafieiins CompTIA Security+ a9 3.0 (sWatiaaau: SYo-601)

- aﬁfnagumiﬁﬂﬁﬁ’vau (obfuscation)

- aﬁfnagumsmmaavﬁw%

- FUUAYUAITIINYJLASAINTY
Heayay (non-repudiation)

X hhabio

- ANIEY

- JUR

- AOlifiUs=ANE AW

- 1280

- 99836

- AINEINITOIUAITAIAAITE

e artalbitia

- oulnsd

-TorasioalunisUszuaana

- JadnAnYaInsweInsiigui
95N EIANNYFDASY
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B wslnesafivasasuaiuaniunisaianys

uslanaa

- Domain Name System
Security Extensions (DNSSEC)

- SSH

- Secure/Multipurpose Internet
Mail Extensions (S/MIME)

- Secure Real-time Transport
Protocol (SRTP)

- Lightweight Directory Access
Protocol Over SSL (LDAPS)

- File Transfer Protocol, Secure (FTPS)

- SSH File Transfer Protocol (SFTP)

- Simple Network Management
Protocol, t285%1 3 (SNMPv3)
- Hypertext transfer protocol
over SSL/TLS (HTTPS)
- IPSec
- Authentication header (AH)/
Encapsulating Security
Payloads (ESP)
- Tunnel/transport
- Post Office Protocol (POP)/
Internet Message Access
Protocol (IMAP)

- AT LTI

- Feauazidle

- N15%9ALIA1 (time synchronization)

- Suauaztiy

- msangloulna

-uinslasnnes

- M5 esseslng

- AsEUIUAIS [H e la LB U
(domain name resolution)

- MFAIVUMFUNIILAZNITFINYG

- Mauondfioginsety
(network address allocation)

- uan1suansuiluann@n (subscription)

B lyadudrunisshsimnuiasasvuasloaduse

LOUWALATUAINTOIUNITLTUNE

- maUnilosgaduge

-Tusunsuilosdubsy

-TusunsuilogAusiaunas

- 11505995V azAUFLD T
5e6U9AAUFR (EDR)

-DLP

- Twsa0adymdaly (NGFW)

- szuvilovdunisyngn
wuvlaada (HIPS)

- SEUUATITUAISYNTA
wuulgadwa (HIDS)

- $readuuvloadws
(host-based firewall)

- anuanysailunsye

- anuilaaadslunisye/Unified
Extensible Firmware Interface (UEFI)

- Measured boot

- MFHFINAITYR

- gudioya

- msvinlnifiu (tokenization)
- 113 Salt
- 115 Hash

- 11350 81A2NUAAN YYD LD UNWA LAY

- ANTATIF VYDA
1@ (input validation)
- @ﬂﬁyﬁﬂaa@lﬁ’a (secure cookies)
- &2uiuay Hypertext Transfer
Protocol (HTTP)
- mMsgundulén (code signing)
- i'lsjmiﬁmg,mu'm (allow list)
- swnnsiivdon/Ufias
(block list/deny list)

-nanufialunsidsuldnegralasns

- A53As1zilARAT (static code)
- manumuldalawld

TaguszavAvaunisaoulszniaiaiing CompTIA Security+ 1995%u 3.0 (sadaaa: SY0-601)

- 5LATIEAL AR LU
{aunfin (dynamic code)
- psnedauLiiowniin (fuzzing)

« MTESNAINIAIASY (hardening)
- wosauazuinsiiiaay
-53an5
- MssRERE
-0S
- N59RNITULNNG

- 5U10m9INYARANIIUDA
- SUna S0 UG
- InsWuvuidinswaldog (SED)
AsdnsWaitadas (FDE)
- Opal
- szuushsIANUaonduiszauYy
150135 (hardware root of trust)
« Trusted Platform Module (TPM)
- Sandboxing

CompTlA
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3.0 A1519T /

33 WnsenuuupiodnafivasnsuaIngaIunisataun s

. A15A5z079lvan (load balancing) « A1590AITUDALLLUS - B3N
- Active/active - M35heIAuLaaasunasn - Ws0ad
- Active/passive - nnsiloeAumny Broadcast - TW$29adt5unoUnE 1At (WAF)
- AR AIMUANIT - n1siloudiu Bridge Protocol Data - NGFW
- Virtual IP Unit (BPDU) - N159AINFD UL (stateful)
- NNsAvaY (persistence) - msilaviugy - asliamsanus (stateless)
- PISLLLNEIULASUIY (network - ANTFaALLUN Dynamic Host - Unified threat management (UTM)
segmentation) Configuration - 1netag Network address
- 5anadiaviuuuuiaiion (VLAN) Protocol (DHCP) translation (NAT)
- Screened subnet (Rauniing - 1150589 Media access - ilan/69n599 URL
5an1 demilitarized zone) control (MAC) -Towiugasauaziiioniswidiyd
-neu#nLuY East-west - 9Unsaln3aYny - FISAITUAZYONAIT
- 1 NGNTITLG - Jump server - guUnsatuazloadwa
- Bunsiie - @ Waswsand waTEUULEToU
- Zero Trust - Forward . swmsmnaumﬂﬁﬁa (ACL)
- ip3adraEIUGET U (VPN) - Reverse « A155NBIAIINYFDANYYDILTUNIY
- Always-on - SEUUATIVTUNITYNTALULLLALISH « AUNINAITUTNIF (QOS)
- glavAuuuugnfuglusduuuéia wa (NIDS)/szuvilaviunis « ATUNNIYYDY IPV6
- mMsdhdesseslnaduainluaialua yngALUULTaLISALE (NIPS) - Port spanning/port mirroring
- IPSec - FNIULDDS LA - Port tap
- SSL/TLS - §Fakin/wafnITw TR TaToTR Y
-HTMLs - Fofinund - MsAaeuANNaNYsaivo WA
- Layer 2 tunneling protocol (L2TP) - Bulatifuwnadu
« DNS - HSM
- A19AANAISLENTILAZBUE (NAC) - BULYDS
- Agent waz Agentless - BLAUTIVTIN

AAENLLAZAIVUAAINITENAISHIFIAIINLADANY
seUU S F1 YA NTOIUAIT LT NN E

- Twslnaoanisdingia - EAP-TLS - §aArsiiansandIunIsiae
- WiFi Protected Access 2 (WPA2) - EAP-TTLS - P5d15IF0 U
- WiFi Protected Access 3 (WPA3) - IEEE 802.1X - uEuiinusou
- Counter-mode/CBC-MAC - Remote Authentication Dial-in - 1A%093LAT12W WiF]
Protocol (CCMP) User Service (RADIUS) Federation - A5TUFOUYDIYDI
- Simultaneous Authentication <3515 - A15902199UNTANTAIUF A YU
of Equals (SAE) - AgAugelimsuaaenii (pre- AFane $ae (WAP)
- Twslneaanisnsiogaudng shared key (PSK) fiunadadAns - ANNYABANYYDIHIAILAN
- Extensible Authentication (Enterprise) Auwuutila (Open) AzaUNTAINT=AIUF B YA
Protocol (EAP) - P56AT WiFi wuuilaaris (WiFi
- Protected Extensible Protected Setup, WPS)
Authentication Protocol (PEAP) - WOSARAN5DY
- EAP-FAST
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»

B Hlugdurfouinvasassanuaaiunisalauus

- A5 dondauazeasy - mssulupoumuiuad - SMS/UsnITENdaAIINTaRTGY
- Lmuma@m% (containerization) (MMS)/Rich Communication
- WiFi - MsulsEuTisaL Services (RCS)
- Bluetooth (storage segmentation) - Fonnsuan
- NFC - ﬂ'lil,%"ﬁﬁ“aﬁgaqﬂﬂiﬂi - USB On-The-Go (USB OTG)
- Bunsse - gunsaliAdoudl - msvudin (ulaslviu
- USB - Hardware security module (HSM) - nsfauin GPS
- 9AE8YA (point-to-point) Y89 MicroSD - WiFi direct/uuunguaius (ad hoc)
- 9AEBNAIYYA (point-to-multipoint) - MDM/Unified Endpoint - uunITUA U
- SEUUAITIIF NI AN (GPS) Management (UEM) - gonaUoe
- RFID - PN199RMTHRUWALATULL - 350719819281
. n'ﬁ{fﬂmsqﬂniail,ﬂﬁ'auﬁ (MDM) Qﬂﬂiﬂimﬁauﬁ (MAM) - wuushaunisUsuld
- 1153ANITHOLUNWALATU - SEAndroid - mstvwitnawiguasaiaau
- msdanisitonn - nsifaRuldnaznisinenn: 237717971499 (BYOD)
- MaavtioyaaInszuzing (remote wipe) - $uAaUnALATUAEUN - MmafivsEmduiduosgunsaiiios
- AFAINUAYDULYE) - 11339 (rooting)/toatusn (jailbreaking) wandneliniineuldidanls (COPE)
1aansiy (geofencing) - lyéluian (sideloading) - misiﬁwﬂfﬂmuﬁ'lQﬂﬂizﬁ,muﬁ'sm
- N9 dAIaaS (geolocation) - WS NS UL A UALDY Heulesusen tugiiimue (CYOD)
- AN5A0NNTND - mstandonliuiang - UEEMIudvev
- ANTLDILHDULLNY (carrier unlocking) -Iﬂiﬁﬂ%’mﬁug’mmﬂﬁmﬂ
- sWENIULLAE PIN - 159U RS HLIT I @fioua’dy (VDI)
- Fu05 N199101@ (OTA)
- A15A5I0FOLENS AT FIUsUN - mMslferundas

B #lugduanuasassnelyiwesiussuungaamanuaaiunisalaus

« NSATVANNITINEIAIN - ANNATENINLA LAY
UADAAYUUTSUUNANLN BuaLeud (instance awareness)
- anuwouldgelunansluu - 9aFugavov Virtual
- ulgunenswenns private cloud (VPC)
- A1590NITAIINAY - ANUAANYYDIMDULNULLDS
- PNSYTUINITLUAAITATIVFDY Twgdu
- NN59RLAY - CASB
- NN5OUIG - 153h¥IANLREANY
- NSNS REaY YDILLDUWA AT
- Aseing - Secure web gateway (SWG) sméimj
- auwFouldige - fiomsfiarsaniieatuinead
- 1AFaYNY TugnwiedonuuszungaINR
- 1ASadnyLEau - GUNU
- 1A30YNYYDYFITITULLAZFIUAD - anndndufigosfinsutedau
- AsueaqY (segmentation) - %1, Open Systems
- NITAFIVFIVLLALNIFIIN API Interconnection (OSI)
- AW - MTALANGIFNUUTHIUNG NI
- AANNITFABIANYADASY Aulugduvesyananiyuan

- psPRassMswensuuulaufin
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»

[#nsaunuiendnualyrrauazn1sdanIsTydauaaunsalaund

* GO - TR Bynyw - M5 gazuuAigeaunan
- Wiigatiuazdudusnn (IdP) - yduanng - ulpurgfgaduans g
- AOUAN U - ulsnuifigaduiad - NFOUINYDIT YT
- lusvsav - ANTUFOUYDITHAHIU - N15A5VFDVU YT
- InAn - UszIBTRENI - adumeiidululals/
- Ag SSH - MsldsianIuen msingazuuiiFse
- FNISNNISH - fumiefidovasiaietiy - AN5QNHaN

« Uszaniiayd - ASANRUAYDULYE - anuliiaansanssinms
- eyl 1aonsiy (geofencing)
- Ueyd/doyarszdnen - AsfiaufinanIudise (geotagging)

lgisauiunaziily - WideN19iAIaes (geolocation)

B ¥lwgdunisasiamouiniuasnisaunnaainanIunsmiauus

- M3EANISANTATIVFOUENS - MagatdnuaTaFil (SS0) - ANSAIVANAITIINENAINAY
- RYSWENIU - Security Assertion (rule-based access control)
- FAUsWARIY Markup Language (SAML) - MAC
-TPM - Terminal Access Controller - MaeuaumMsinBouuuiideuly
- HSM Access Control System Plus (TACACS+) (discretionary access control)
- ManTIaFeUANS A NSy aTTl - OAuth - MaiFaanudouly
. mimsmaanﬁw%"/msaumﬂm - OpenlID (conditional access)
- EAP - Kerberos - MssanmsnsdinBeanudnsansly
- Challenge-Handshake * WWNUAITAIVANNITLIIGY 974 (privileged access management)
Authentication Protocol (CHAP) - AIFAIUANNITEITIINLEaNTTIE - msauq,gy'\mzuufwsi
- Password Authentication (Attribute-based access control, ABAC) (filesystem permission)
Protocol (PAP) - AITAIVANAITHNIAINLNLIN
- 802.1X Wil (role-based access control)
- RADIUS

B Hesoasroiiugrunauaasisasainaniunisaianus

. Iﬂiﬂﬂ%’lﬂﬁugﬂmmﬁs‘immimx -CN . ;nJLm‘iJTiJ%’mm
(public key infrastructure, PKI) -TususasBadsas (subject - Distinguished encoding rules (DER)

- A159RNI5AE alternative name) - Privacy enhanced mail (PEM)

- Q’aanin%’mad (certificate - NN5UNADIY - Personal information exchange (PFX)
authority, CA) - Usznlususas - .cer

-Tususaenany (intermediate CA) - Wildcard -P12

- Wt fisuasnzdion -lususovdiodnsas (subject -P7B
(registration authority, RA) alternative name)  LUIAR

- msruAsunEnlussa (certificate - msduiAulde (code signing) - CA paulatidusanlai
revocation list, CRL) - avFoduauog (self-signed) - 115AEA (stapling)

- AAUdNBAULYDIlUSIT0 - 1A309/PONTiNABS - 7siavye (pinning)
(certificate attribute) -Bwa - wuusassadosiu

- Online Certificate Status - 4l - 55UUNNNLD (key escrow)
Protocol (OCSP) -390 - @elususas (certificate chaining)

- Aweasialusises (certificate - Domain validation
signing request, CSR) - Extended validation

TaguszavAvaunisaoulszniaiaiing CompTIA Security+ 1995%u 3.0 (sadaaa: SY0-601) CO' l |p | l‘ \.
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i agagiiofiwuizauiioUseiiunissnuiany
UYaomaNyYDIDIANITAINTOIUNITUTNNE

« N1587600526IU (reconnaissance) - scanless
LAZDUIYLLAZAITAUNL - dnsenum
- tracert/traceroute - Nessus
- nslookup/dig - Cuckoo
- ipconfig/ifconfig . 155an5WE
- nmap - head
- ping/pathping - tail
- hping - cat
- netstat - grep
- netcat - chmod
- \ASDIALAL IP - logger
-arp « ENIMNLIRFDNLYAS LLAZTAFTUE
-route - SSH
- curl - PowerShell
- theHarvester - Python
- sniper - OpenSSL

fffffffffff 4.0 NMFUHURIIULLAENITADVTUDIA D

- A5ONTVUNALAG
(packet capture) waziign (replay)
- Tcpreplay
- Tcpdump
- Wireshark
- AISTFUWIUNANTIU
-dd
- Memdump
- WinHex
- FTK imager
- Autopsy
< TU5unT30TEs5UY
(exploitation framework)
- TsUnATNLDITSWRERIU (password cracker)
- maanedioyarfioliliaunsas
aduAuNILE (data sanitization)

AyUauaIAyuasuleuny ATEUIUNIT LAzt
POULNDNITADUFUDIAD LG NITAL

« LHUNITEADUAUDIADIANITEL - Mslndou

- ASZUIUNITADUAUDIADHANITOL - msTndanunuuulds (tabletop)
- ANTLIA5YNAT (preparation) - Walkthrough
- 115581 (identification) - A1997894 (simulation)
- A19AIVAN (containment) « LUINNIS AN
- A15A19m (eradication) - MITRE ATT&CK
- AsfAY (Recovery) - WUUF1ADINITTATIZEAITYAT
- ASIFIUFUMS YU (lessons learned) LWUULWYS (Diamond Model

of Intrusion Analysis)
- Cyber Kill Chain

TaguszavAvaunisaoulszniaiaiing CompTIA Security+ 1995%u 3.0 (sadaaa: SY0-601)

- mssamsifiauldide
(stakeholder management)

- uWuAIsHoas

- uwuAsHUYFTRaNEI N B TTR

- uWUANNEBLTiDINII5IAD

- MILEUAMNG el
n1517j1i5 911 (COOP)

- iumauauIsaLaNITaL

- wlginsmsifiushun
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[#unaedioyaimunzaufioaiuayunsasiagaumuaaIunsalauni

- wadwsATaLAUTIlN - A153A¥IANINIAD ALY * NI5ATIVFOULULURAION
* LAYVDSH SIEM - 13 « LUAIAIE

- 1YULGDS -DNS - Ba

-auh - MIATIAFOUENS - gUnsalindoud

- ity - W& Dump -1y

- ASLAILEOU -VolP uazisnn1sn15Ing -Twa

- ANEFNWUS - n57illn Session Initiation « Netflow/sFlow
- [W&ifudin Protocol (SIP) - Netflow

- 1AF9YUY - syslog/rsyslog/syslog-ng - sFlow

- 52U - journalctl - IPFIX

- wUWALATY + NXLog - WadwSA3audeszilnsinaoa

[#matinnisananudsmenionsaiunuifiosnsaAu
UaaaduYaIaNIWLIASdNAINTOIUNITATNNE

- Amuaa lagduduay - nsegiiionn/dansed URL
Uaonfuyosgaaugains - Siimausarinaoulusisos
- swmsua‘ﬂwﬁLﬂﬁi‘t’uﬁfﬁ%’uauzyw - N13LL8N (isolation)
- s1an1sueUNdeTuiiugon/ - 11590AU (containment)
Ufeas (blocklist/deny list) « AI5LLLINEIU (segmentation)
- ANTANAL « SOAR
- 5EpunagnIsauan - Runbook
- nginslead - Playbook
- MDM
- DLP

D5UIYAIUEN € NEFIAYYDINITATIINFIUNIIUNSNTIUNNIGINA

* LINFIS/MANYIU « A5lean - fumauiifussuunguis
- ndelifudioyatiionns - dduanuauEoulivey - fiorivuaigdudnslunisasioaoy
atiuAb (legal hold) daya (order of volatility) - NMFANUGLA/WATIUID
-36ile - fan - nvaneMTudaEiaufien
- MssURlaweunangIu - Random-access memory (RAM) Aunisaziiindoya
- LEUNNAITSU-FIWIIURA T - Swap/pagefile « ANYNEBY (integrity)
- A10UsEYRIANWANITa -0S - 115 Hash
- %’as&ai’uﬁuaxnm - gUnsal - Checksums
- NNFVOLYYLIAN - S as - fian (provenance)
- LA - Snapshot « AITEITUS I
-S89 - LAY - AsAUWLNINBLEnnsaling (E-discovery)
- tudinwmenisal - 1A59YY - ANs)Audaya (data recovery)
- ASFNAIBAL - aweduidu « NSNS EEANNSUHAYOL

- 919n590LB9NAYNS (strategic
intelligence)/412n509619
@71 (counterintelligence)
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5.0 AISAIAUALA AITNLFYY
azn1sUHURaINT01AL

5. Wayy g UYLl uLLaEAIIYINITAIVANLTELANG 9

* NHIANY
-30n19
- UFIBn
- walie

+ UsztannIsAILAN

- 9429 (Deterrent)
- ¥61%Y (Compensating)
- NIYNIN

- {la9Au (Preventive)
- 7152939V (Detective)
- ufily (Corrective)

B o5usanuddvesdonssy uasgiu viensaunisvineiuifinatesuld
FIFINAEDFNIULHIUNITINBIAINLIADAAY (security posture) YadoumAng

- nssigy WINTYIU LAEAHUNIY

- g setliyyinAIun1TANATY
Hoyasuynnatialy (GDPR)

- NHUNIYYDIUTENA WO LAU NFDTY

- 11B5FIUAINYADATBYaNTa YA BT
ﬁﬂizt‘ﬁu‘iuqmmuﬂisu (PCI DSS)

« NFAUNITTINIUGIUAY

- Center for Internet Security (CIS)

- NFOUAITVNIUAIUAITIANIT
AN (Risk Management
Framework, RMF)/A58Un159179714
GUAIT3NIIAINLRDANYNI

Tyiwa$ (Cybersecurity Framework, < LAUANIATTIU/LUINII

CSF) way9 National Institute of AsAvuaRITilaonsY

Standards and Technology (NIST) - LU LA ZUWA AW BT/
- DIANITIENINYSENATIGI8NIS wwzlvusang

165774 (1SO) - Au@snnes

27001/27002/27701/31000 -0S
- SSAE SOC 2 Type I/II - 1@3sWas ualwatndi
- Cloud security alliance - Qﬂﬂiﬂﬂﬂiﬁﬂ%ﬂaﬁu
- Cloud control matrix TIUYDILASTUNY
- aanileensTngede
(reference architecture)

B o5uganuddnuasuluungfonisshuianulasnivuasaedns

- YAAINST
- wlenemstdouivensuls
- MavyUEsuAsuaIL
- NMTNALAIWASOU
- ST
- Malian s itiosigawindiHull s
- fufivheuiiazana
- A156e9FUU5=IR
- Fayan dlawedioya (NDA)
- MaieTsitoyaiodinu
- MsUgailmantineu
Tuai (onboarding)
- MsFIRUTUA DU q wAIANS
wdvanaan (offboarding)
- msflnousuild
- mMsthgUuuun NN TE

TaguszavAvaunisaoulszniaiaiing CompTIA Security+ 1995%u 3.0 (sadaaa: SY0-601)

- %959 - ﬁuqmwmmmsn%ms (EOSL)
- A auBe - NDA
- A591809T WYY - doya
- A5HNOUSHHIUAONNILADS (CBT) - N159AUTZLAN
- M5AADUTNAINUNLNWENT - N15AAUGLLA
« ANUKAINKAIYYaIIATANISENoUTH - MFAUTAB
- M38AANsAMNEDIDINAIBUDN - ulgineiigafudoyailsssen
- iflusnns - YAAINT
- s ldguniu - YAAANIYUDA
- WusHnTN195579 - gunsal
- §eyay15EeUNI5UENI5 (SLA) - Taydvusnns

- fiufinAudnla (MOU)

- A53LATIENSEUUNITIR (MSA)
- FuaNWUsHnsN1955A0 (BPA)
- wAaSuNangU (EOL)

- R Laszuy/ATdsn

- ulgugszAuagdng
- sdRnITAsIAsuuas
- MaAILANNSIABLLIAY
- M59RNISFUNSWS

CompTlA



- UszLanANLEeY
- AYUDN
- aelu
- SEUUAILHN
- Wanyiy
- n15lasnssu IP
- msteyane/msUfiRay
ForMuasana g
. naqwﬁ’msa‘)’mmsﬂ'smﬁm
- ANTYDUSY
AL
- nsanslon
- mMsUseAuseluwes
- ANTUTTENINE
- A15TLATIERAME Y
- wmﬁsuﬁas&amﬁmﬁ'm
- wmsndannuies/iunuiinanndou
- msﬂimﬁumsmuaumwL?ism
- n5UsEfiuawE ALY
mimv@umﬂmﬁw

5.0 N1FANAUALEA AIINLFYY tazAITUHURAINTDTIAY

ATULUIAALAEATEUIUAITINNITAI LTS

- MIsUFAIEYg
- ANuFSITiLN oY
- AMEefingwEe
- mwmﬁwiumsmuam
- AnEssiiansuls
- ngsufivuiidonadoaniusAnuiies
- UszamnisUssfiuauides
- @ In
- 19U
- anudubldvoswgnisal
- NANTENU
- YAAIFUNSIWE
- AAnugayFsiienaiia
FuATILHY (SLE)
- ﬁi“lﬂ'mugjmul,ﬁﬂﬁmmﬁ@ﬁu@iaﬂ (ALE)
- 9n51A51AameN1TakeaTl (ARO)
- HYNUH
- Hoadon
- uywsdasnetiu
- meluazaeuan

- ANTILATILRRANTENUADFIAD

- mﬁﬁuszuuﬁaau%’uiéﬁ (RTO)

- Usinaudioyagamelu
natfivansuld (RPO)

- SEUZANRE YA TN U
Woruldusazass (MTTR)

- szgznARaYAouIsIEY
WwLeazA39 (MTBF)

- LLNuﬂ’]iﬁuW“ﬂﬂ‘iﬁ'}\‘l'}u

- PALHYIYDIAIINANLNAD
(single point of failure)

- Lquﬂﬁiﬁqusﬁﬂuﬁaﬁsﬁaﬁl (DRP)

- psvieudisnfudmsunisio
(mission essential function)

- MssyszuUiiding d

- sUsfinan i Feaa U

E]E]‘LLT‘H;H'J%‘VI LAYIYDIAUNITING ﬂ')']ll‘ﬂﬂ@@ﬂﬂ

- waansyaunIsaiindoyauas
anududaiuninanedng
- AMMFU st
- P15195ATTNONFABAL
yAAA (identity theft)
- A5y
-n15losnssu IP
« A15139NITALLiA
- ANTYNTZOU
- P5UAILAEAISITlANYADEI5ITaUE
- Yszandaya
- AN9IRYTZOAN
- §15750U
- UG
- azlBYnDoU
- Jumnuay
- #1AIng 6
- finssudns

- fioyafiszydyanald (PII)
- doyagunIW
- doyanITEu
- doyaYRIsTLIA
- JayagnAn
- waluladiiaanuTudiuds
- madafudioyaanienisniu
(Data minimization)
- staiivdoya (data masking)
- A5 lnLdu (tokenization)
- mswﬂﬂmuwa (anonymization)
- msmTmeywmmmmm
(pseudo-anonymization)
< UNUINLAZAINSUR YO
- Wwavdoya (data owner)
- AuANYaYa (data controller)
- gussuanadaya (data processor)

U
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- Lﬁwﬁﬂﬁﬁuﬂiamam
- A5UsEIUNaNIENY
- Goulvdonnav

wadaya (data custodian)/
Yaya (steward)
- 2995%3nvavtiona
- Uszaaaududgiud
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$19N15A189YDY Security+ (SY0-601)

seasee [UilFednusdofivangludioaay CompTIA Security+ dasns
FOUAITNUNIUTIEANTNINNALLA=AAMMIANE luATU TR IAYaAY
ONBTYDNINNALNONITLASYNAMNNSONF VS UNITTOUTNATOUAGH

A8a
3DES
AAA
ABAC
ACL

AD

AES
AES256
AH

Al

AlS
ALE

AP

API
APT
ARO
ARP
ASLR
ASP
ATT&CK

AUP
AV
BASH
BCP
BGP
BIA
BIOS
BPA
BPDU
BSSID
BYOD
CA
CAPTCHA

ANTINAAIIN

Triple Data Encryption Standard
Authentication, Authorization, and Accounting
Attribute-based Access Control
Access Control List

Active Directory

Advanced Encryption Standard
Advanced Encryption Standards 256bit
Authentication Header

Artificial Intelligence

Automated Indicator Sharing
Annualized Loss Expectancy

Access Point

Application Programming Interface
Advanced Persistent Threat
Annualized Rate of Occurrence
Address Resolution Protocol

Address Space Layout Randomization
Active Server Pages

Adversarial Tactics, Techniques,

and Common Knowledge

Acceptable Use Policy

Antivirus

Bourne Again Shell

Business Continuity Planning

Border Gateway Protocol

Business Impact Analysis

Basic Input/Output System

Business Partnership Agreement
Bridge Protocol Data Unit

Basic Service Set Identifier

Bring Your Own Device

Certificate Authority

Completely Automated Public Turing
Test to Tell Computers and Humans Apart

A89
CAR
CASB
CBC
CBT
CCMP
CCTV
CERT
CFB
CHAP
ClO
CIRT
CIS
CMS
CN
COOP
COPE
CcpP
CRC
CRL
CSA
CSIRT
CSo
CSP
CSR
CSRF
CSuU
CT™M
CT0
CVE
CVSS
CYoD
DAC
DBA
DDoS
DEP
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ANTINAAIIN

Corrective Action Report

Cloud Access Security Broker

Cipher Block Chaining
Computer-based Training
Counter-Mode/CBC-MAC Protocol
Closed-Circuit Television

Computer Emergency Response Team
Cipher Feedback
Challenge-Handshake Authentication Protocol
Chief Information Officer

Computer Incident Response Team
Center for Internet Security

Content Management System
Common Name

Continuity of Operations Planning
Corporate-owned Personally Enabled
Contingency Planning

Cyclic Redundancy Check

Certificate Revocation List

Cloud Security Alliance

Computer Security Incident Response Team
Chief Security Officer

Cloud Service Provider

Certificate Signing Request

Cross-Site Request Forgery

Channel Service Unit

Counter-Mode

Chief Technology Officer

Common Vulnerabilities and Exposures
Common Vulnerability Scoring System
Choose Your Own Device
Discretionary Access Control
Database Administrator

Distributed Denial-of-Service

Data Execution Prevention
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A8a
DER
DES
DHCP
DHE
DKIM
DLL
DLP
DMARC

DNAT
DNS
DNSSEC
DoS
DPO
DRP
DSA
DSL
EAP
ECB
ECC
ECDHE
ECDSA
EDR
EFS
EIP
EOL
EOS
ERP
ESN
ESP
ESSID
FACL
FDE
FIM
FPGA
FRR
FTP
FTPS
GCM
GDPR
GPG
GPO
GPS
GPU
GRE
HA
HDD
HIDS
HIPS
HMAC
HOTP

ANINAAIIN

Distinguished Encoding Rules

Data Encryption Standard

Dynamic Host Configuration Protocol
Diffie-Hellman Ephemeral

Domain Keys Identified Mail
Dynamic-link Library

Data Loss Prevention

Domain Message Authentication
Reporting and Conformance
Destination Network Address Transaction
Domain Name System

Domain Name System Security Extensions
Denial-of-Service

Data Protection Officer

Disaster Recovery Plan

Digital Signature Algorithm

Digital Subscriber Line

Extensible Authentication Protocol
Electronic Code Book

Elliptic-curve Cryptography
Elliptic-curve Diffie-Hellman Ephemeral
Elliptic-curve Digital Signature Algorithm
Endpoint Detection and Response
Encrypted File System

Extended Instruction Pointer

End of Life

End of Service

Enterprise Resource Planning
Electronic Serial Number
Encapsulating Security Payload
Extended Service Set Identifier

File System Access Control List

Full Disk Encryption

File Integrity Monitoring

Field Programmable Gate Array

False Rejection Rate

File Transfer Protocol

Secured File Transfer Protocol
Galois/Counter Mode

General Data Protection Regulation
GNU Privacy Guard

Group Policy Object

Global Positioning System

Graphics Processing Unit

Generic Routing Encapsulation

High Availability

Hard Disk Drive

Host-based Intrusion Detection System
Host-based Intrusion Prevention System
Hash-based Message Authentication Code
HMAC-based One-time Password
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A1FIAAY

Hardware Security Module

Hardware Security Module as a Service
Hypertext Markup Language
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Heating, Ventilation, Air Conditioning
Infrastructure as a Service

Identity and Access Management
Internet Control Message Protocol
Industrial Control Systems
International Data Encryption Algorithm
Intermediate Distribution Frame
Identity Provider

Intrusion Detection System

Institute of Electrical and Electronics Engineers
Internet Key Exchange

Instant Messaging

Internet Message Access Protocol v4
Indicators of Compromise

Internet of Things

Internet Protocol

Intrusion Prevention System

Internet Protocol Security

Incident Response

Internet Relay Chat

Incident Response Plan
Interconnection Security Agreement
Internal Segmentation Firewall
International Organization for Standardization
Internet Service Provider

Information Systems Security Officer
IT Contingency Plan

Initialization Vector

Key Distribution Center

Key Encryption Key

Layer 2 Tunneling Protocol

Local Area Network

Lightweight Directory Access Protocol
Lightweight Extensible Authentication Protocol
Monitoring as a Service

Media Access Control

Mobile Application Management
Metropolitan Area Network

Master Boot Record

Message Digest 5

Main Distribution Frame

Mobile Device Management
Multifactor Authentication
Multifunction Device

Multifunction Printer

Machine Learning

CompTlA



Ao
MMS
MOA
MOU
MPLS
MSA
MS-CHAP

MSP
MSSP
MTBF
MTTF
MTTR
MTU
NAC
NAS
NAT
NDA
NFC
NFV
NGFW
NG-SWG
NIC
NIDS
NIPS
NIST
NOC
NTFS
NTLM
NTP
ocsp
0oID
oS
oSl
OSINT
OSPF
oT
OTA
0TG
OVAL
OWASP
P12
P2P
PaaS
PAC
PAM
PAM
PAP
PAT
PBKDF2
PBX
PCAP

A1FIABAIIN

Multimedia Message Service
Memorandum of Agreement
Memorandum of Understanding
Multiprotocol Label Switching
Measurement Systems Analysis
Microsoft Challenge-Handshake
Authentication Protocol

Managed Service Provider

Managed Security Service Provider
Mean Time Between Failures

Mean Time to Failure

Mean Time to Repair

Maximum Transmission Unit

Network Access Control
Network-attached Storage

Network Address Translation
Non-disclosure Agreement

Near-field Communication

Network Function Virtualization
Next-generation Firewall
Next-generation Secure Web Gateway
Network Interface Card
Network-based Intrusion Detection System
Network-based Intrusion Prevention System
National Institute of Standards & Technology
Network Operations Center

New Technology File System

New Technology LAN Manager
Network Time Protocol

Online Certificate Status Protocol
Object Identifier

Operating System

Open Systems Interconnection
Open-source Intelligence

Open Shortest Path First

Operational Technology

Over-The-Air

On-The-Go

Open Vulnerability and Assessment Language
Open Web Application Security Project
PKCS #12

Peer-to-Peer

Platform as a Service

Proxy Auto Configuration

Privileged Access Management
Pluggable Authentication Modules
Password Authentication Protocol
Port Address Translation
Password-based Key Derivation Function 2
Private Branch Exchange

Packet Capture

AL
PCI DSS
PDU
PE
PEAP
PED
PEM
PFS
PGP
PHI
Pl
PIN
PIV
PKCS
PKI
PoC
POP
POTS
PPP
PPTP
PSK
PTZ
PUP
QA
QoS
PUP
RA
RAD
RADIUS
RAID
RAM
RAS
RAT
RC4
RCS
RFC
RFID
RIPEMD

ROI
RPO
RSA
RTBH
RTO
RTOS
RTP
S/MIME
Saas
SAE
SAML
SCADA
SCAP
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ANTINAAIIN

Payment Card Industry Data Security Standard
Power Distribution Unit

Portable Executable

Protected Extensible Authentication Protocol
Portable Electronic Device

Privacy Enhanced Mail

Perfect Forward Secrecy

Pretty Good Privacy

Personal Health Information
Personally Identifiable Information
Personal Identification Number
Personal Identity Verification

Public Key Cryptography Standards
Public Key Infrastructure

Proof of Concept

Post Office Protocol

Plain Old Telephone Service
Point-to-Point Protocol

Point-to-Point Tunneling Protocol
Preshared Key

Pan-Tilt-Zoom

Potentially Unwanted Program

Quality Assurance

Quality of Service

Potentially Unwanted Program
Registration Authority

Rapid Application Development
Remote Authentication Dial-in User Service
Redundant Array of Inexpensive Disks
Random Access Memory

Remote Access Server

Remote Access Trojan

Rivest Cipher version 4

Rich Communication Services

Request for Comments

Radio Frequency Identification

RACE Integrity Primitives

Evaluation Message Digest

Return on Investment

Recovery Point Objective

Rivest, Shamir, & Adleman

Remotely Triggered Black Hole
Recovery Time Objective

Real-time Operating System

Real-time Transport Protocol
Secure/Multipurpose Internet Mail Extensions
Software as a Service

Simultaneous Authentication of Equals
Security Assertions Markup Language
Supervisory Control and Data Acquisition
Security Content Automation Protocol
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A8a
SCEP
SDK
SDLC
SDLM
SDN
SDP
SDV
SED
SEH
SFTP
SHA
SIEM
SIM
SIP
SLA
SLE
SMB
S/MIME
SMS
SMTP
SMTPS
SNMP
SOAP
SOAR
SoC
SOC
SPF
SPIM
sQL
SQLi
SRTP
SSD
SSH
SSID
SSL
SSO
STIX
STP
SWG
TACACS+
TAXII

TCP/IP
TGT
TKIP
TLS
TOTP
TPM
TSIG
TTP

ANTINAAIIN

Simple Certificate Enrollment Protocol
Software Development Kit

Software Development Life Cycle

Software Development Life-cycle Methodology
Software-defined Networking

Service Delivery Platform

Software-defined Visibility

Self-Encrypting Drives

Structured Exception Handling

SSH File Transfer Protocol

Secure Hashing Algorithm

Security Information and Event Management
Subscriber Identity Module

Session Initiation Protocol

Service-level Agreement

Single Loss Expectancy

Server Message Block

Secure/Multipurpose Internet Mail Extensions
Short Message Service

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol Secure

Simple Network Management Protocol
Simple Object Access Protocol

Security Orchestration, Automation, Response
System on Chip

Security Operations Center

Sender Policy Framework

Spam over Instant Messaging

Structured Query Language

SQL Injection

Secure Real-time Transport Protocol

Solid State Drive

Secure Shell

Service Set Identifier

Secure Sockets Layer

Single Sign-on

Structured Threat Information eXpression
Shielded Twisted Pair

Secure Web Gateway

Terminal Access Controller Access Control System

Trusted Automated eXchange
of Intelligence Information

Transmission Control Protocol/Internet Protocol

Ticket Granting Ticket

Temporal Key Integrity Protocol
Transport Layer Security
Time-based One Time Password
Trusted Platform Module
Transaction Signature

Tactics, Techniques, and Procedures

AL
UAT
UDP
UEBA
UEFI
UEM
UPS
URI
URL
USB
USB OTG
UM
UTP
VBA
VDE
VDI
VLAN
VLSM
VM
VolP
VPC
VPN
VTC
WAF
WAP
WEP
WIDS
WIPS
WORM
WPA
WPS
Xaas
XML
XOR
XSRF
XSS
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ANTINAAIIN

User Acceptance Testing

User Datagram Protocol

User and Entity Behavior Analytics
Unified Extensible Firmware Interface
Unified Endpoint Management
Uninterruptible Power Supply
Uniform Resource Identifier
Universal Resource Locator
Universal Serial Bus

USB On-The-Go

Unified Threat Management
Unshielded Twisted Pair

Visual Basic for Applications
Virtual Desktop Environment
Virtual Desktop Infrastructure
Virtual Local Area Network
Variable-length Subnet Masking
Virtual Machine

Voice over IP

Virtual Private Cloud

Virtual Private Network

Video Teleconferencing

Web Application Firewall

Wireless Access Point

Wired Equivalent Privacy

Wireless Intrusion Detection System
Wireless Intrusion Prevention System
Write Once Read Many

WiFi Protected Access

WiFi Protected Setup

Anything as a Service

Extensible Markup Language
Exclusive OR

Cross-site Request Forgery
Cross-site Scripting
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- NIC Banauensnenn
- WAP

(Virtualization software)
+ N19A52078/0S AITNATIVLDIE

- (w5004 szuv (1w Kali Linux, Parrot 0S)
- UTM + SIEM

- gUnTaiABoui - Wireshark

- @355/ 8N nasTsUUN g NN - Metasploit

- 9unsal loT - tcpdump
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